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Chapter 35

Fırat İzgi Attorney Partnership

Elvan Sevi Fırat

Doğukan Doru Alkan

Turkey

■ Law on Regulating Broadcasting in the Internet and Fighting 
against Crimes Committed through Internet Broadcasting 
numbered 5651. 

■ Banking Law numbered 5411.
■ Electronic Communications Law numbered 5809. 
■ Law on Payment and Security Reconciliation Systems 

Payment Services and Electronic Money Organisations 
numbered 6493. 

■ Regulation on Internal Systems on Banks and Capital 
Sufficiency Evaluation Process. 

■ Regulation on Patient Rights.
■ Regulation on Protection and Privacy of Personal Heath Data.

1.4 What authority(ies) are responsible for data 
protection? 

The national Data Protection Authority is the Personal Data 
Protection Authority.  The Authority’s decision-making body is 
the Personal Data Protection Board, whose duties and powers are 
regulated under the Regulation on the Working Procedures and 
Principles of Personal Data Protection Board.

2 Definitions

2.1 Please provide the key definitions used in the relevant 
legislation:

■ “Personal Data”
 As per KVKK, personal data is defined as all the information 

relating to an identified or identifiable natural person.
■ “Processing”
 As per KVKK, processing of personal data means any 

operation performed upon personal data, such as the collection, 
recording, storage, retention, alteration, re-organisation, 
disclosure, transferring, taking over, making retrievable, 
classification or preventing the use thereof, fully or partially 
through automatic means or provided that the process is a part 
of any data registry system, through non-automatic means.

■ “Controller”
 As per KVKK, the Data Controller means a natural or legal 

person who determines the purpose and means of processing 
personal data and is responsible for establishing and 
managing the data registry system.

■ “Processor”
 Pursuant to KVKK, the processor means the natural or 

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The principal data protection legislation is the newly enacted Law on 
the Protection of Personal Data numbered 6698, namely KVKK, 
along with its secondary legislation which currently consists of: 
the Regulation on Personal Data Protection Experts which has 
entered into force after its promulgation in the Official Gazette on 9 
February 2018; the Regulation on the Data Controllers Registry 
which was promulgated in the last days of 2017 in the Official 
Gazette dated 30 December 2017; the Regulation Concerning 
Working Rules and Procedures of the Personal Data Protection 
Board which came into force with its promulgation in the Official 
Gazette on 16 November 2017; and the Regulation on the Erasure, 
Destruction or Anonymization of Personal Data which was 
promulgated in the Official Gazette of 28 October 2017.

1.2 Is there any other general legislation that impacts 
data protection?

The data protection concept has recently gained popularity in Turkey, 
since KVKK, inspired by the famous EU Directive numbered. 
95/46/EC (“Directive”), was enacted on 7 April 2016.  KVKK has 
significant similarities with the Directive as it is prepared based on 
the Directive.  KVKK is the first law which specifically regulates 
the protection of personal data.  Before the enactment of KVKK, 
there were some provisions concerning data protection in several 
regulations regarding certain regulated sectors.  These provisions, all 
of which take their sources from a single provision in the Turkish 
Constitution which regulates the right to privacy and data protection, 
and a few provisions in the Turkish Penal Code regulating the unlawful 
recording, acquisition or dissemination of personal data, along with a 
provision regarding the protection of personality in the Turkish Civil 
Code, were not adequate in terms of satisfying the needs of today’s 
technology and the increasing volume of personal data processing. 

1.3 Is there any sector-specific legislation that impacts 
data protection?

There are several sector-specific laws and regulations that impact 
data protection including: 
■ Law on the Regulation of Electronic Commerce numbered 

6563. 
■ The Regulation on Distance Contracts. 
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personal data must be processed in a transparent manner in 
relation to the data subject.

■ Lawful basis for processing
 The processing of personal data must be lawful and in 

conformity with rules of bona fides.
■ Purpose limitation
 The data must be processed for specific, explicit and 

legitimate purposes.
■ Data minimisation
 The processing of data must be relevant, limited and 

necessary for carrying out the purpose for which the data is 
processed.

■ Proportionality
 The processing of data must be proportionate to the purposes 

for which they are processed. 
■ Retention
 The personal data must be retained for the period of time 

stipulated by relevant legislation, or the purpose for which 
they are processed.

5 Individual Rights

5.1 What are the key rights that individuals have in 
relation to the processing of their personal data?

■ Right of access to data/copies of data
 Each person has the right to apply to the controller and to 

learn whether his personal data are processed or not, to 
request information if his personal data are processed and to 
learn the purpose of his data processing and whether this data 
is used for the intended purposes.

■ Right	to	rectification	of	errors
 Each person has the right to apply to the controller and to 

request the rectification of the incomplete or inaccurate data, 
if any.

■ Right to deletion/right to be forgotten
 Each person has the right to apply to the controller and to 

request the erasure or destruction of his personal data.
■ Right to object to processing
 Each person has the right to apply to the controller and to 

object to the processing, exclusively by automatic means, of 
his personal data, which leads to an unfavourable consequence 
for the data subject and also to request compensation for the 
damage arising from the unlawful processing of his personal 
data.

■ Right to restrict processing
 Right to restrict processing is not specifically mentioned 

under KVKK; however, as per the guidelines and Q&A’s 
published by the Data Protection Authority, each person has 
the right to restrict processing regarding his personal data.  

■ Right to data portability
 Not specifically regulated under the Turkish data protection 

legislation.
■ Right to withdraw consent
 Each data subject has the right to proactively withdraw his 

consent.
■ Right to object to marketing
 In comparison with the GDPR, KVKK and its secondary 

legislation does not specifically mention right to object 
to marketing; however, as per KVKK, each data subject 
may already object to or restrict any kind of processing or 
withdraw his previous consent.

legal person who processes personal data on behalf of the 
controller upon his authorisation.

■ “Data Subject”
 As per KVKK, data subject is defined as the natural person 

whose personal data is processed.
■ “Sensitive Personal Data”
 The term used in KVKK corresponding to Sensitive Personal 

Data is Personal Data of Special Nature.  As per KVKK, 
personal data relating to the race, ethnic origin, political 
opinion, philosophical belief, religion, sect or other belief, 
clothing, membership to associations, foundations or trade 
unions, health, sexual life, convictions and security measures, 
and biometric and genetic data are deemed to be personal 
data of a special nature.

■ “Data Breach”
 A data breach means any kind of data processing that violates 

the provisions stipulated under KVKK.
■ Other key definitions – please specify (e.g., “Pseudonymous 

Data”, “Direct Personal Data”, “Indirect Personal Data”)
■ “Explicit Consent”
 As per KVKK, explicit consent is defined as freely given, 

specific and informed consent.
■ “Anonymising”
 As per KVKK, anonymising is defined as rendering 

personal data impossible to link with an identified or 
identifiable natural person, even through matching them 
with other data.

■ “Data Registry System”
 As per KVKK the data registry system is defined as the 

registry system for personal data, registered after being 
structured according to certain criteria.

3 Territorial Scope

3.1 Do the data protection laws apply to businesses 
established in other jurisdictions? If so, in what 
circumstances would a business established in 
another jurisdiction be subject to those laws?

The obligations of Data Controllers are stipulated under KVKK 
without making any exceptions.  Therefore, any legal or natural 
person processing personal data in Turkey who determines the 
purpose and means of processing personal data and is responsible 
for establishing and managing the data registry system shall be 
subject to those laws and regulations.  In addition to that, as per 
KVKK, the relevant provisions of Turkish Penal Code numbered 
5237 shall apply in terms of the crimes concerning personal data.  In 
terms of the Turkish Penal Code, the territoriality principle shall be 
applied.  Therefore, Turkey may prosecute criminal offences that are 
committed within its borders.  In this respect, businesses established 
in other jurisdictions might be subject to those laws regarding their 
offences committed within Turkish borders. 

4 Key Principles

4.1 What are the key principles that apply to the 
processing of personal data?

■ Transparency
 The whole process, purpose and the scope of data processing 

must be clear, well informed and easy to understand.  The 

Fırat İzgi Attorney Partnership Turkey
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6.5 What information must be included in the registration/
notification (e.g., details of the notifying entity, 
affected categories of individuals, affected categories 
of personal data, processing purposes)?

Pursuant to KVKK, the information to be provided by controllers 
during the registration is as follows:
a) Identity and address of the controller and of his representative, 

if any.
b) Purposes for which the personal data will be processed.
c) Explanations about group(s) of personal data subjects as well 

as about the data categories belonging to these people.
d) Recipients or groups of recipients to whom the personal data 

may be transferred.
e) Personal data which is envisaged to be transferred abroad.
f) Measures taken for the security of personal data.
g) Maximum period of time required for the purpose of the 

processing of personal data.

6.6 What are the sanctions for failure to register/notify 
where required?

Those who fail to meet the obligations for enrolling in the Registry 
of Data Controllers and making a notification as provided for in 
Article 16 of KVKK shall be required to pay an administrative fine 
of TL 20,000 to TL 1,000,000.

6.7 What is the fee per registration/notification (if 
applicable)?

Although there was a registration fee envisaged in the government 
proposal for the registration to the Registry, this provision has been 
taken out before the enactment of KVKK.  The registration to the 
Registry is free of charge.  

6.8 How frequently must registrations/notifications be 
renewed (if applicable)?

Not applicable.  However, any changes regarding the information 
given to the Registry during the registration process shall be 
promptly notified to the Authority.

6.9 Is any prior approval required from the data protection 
regulator?

Prior approval is not required.  However it is worth noting that, by 
taking into account the objective criteria set by the Board such as 
the nature and quantity of the data processed, the legal requirement 
for data processing, or transferring the data to third parties, the 
Board may provide exception to the obligation of enrolment in the 
Registry.

6.10 Can the registration/notification be completed online?

As per the Regulation on the Data Controllers Registry, all transactions 
related to the registry will be carried out by Data Controllers via 
VERBİS.  Data Controllers will have to enrol in the registry before 
processing personal data.  The Personal Data Protection Authority 

■ Right to complain to the relevant data protection 
authority(ies)

 If the application to the Data Controller is declined, the 
response is found unsatisfactory or the response is not given 
in due time, the data subject may file a complaint with the 
Board within 30 days when he learns about the response of 
the controller, or within 60 days as of the application date, 
in any case.  However, a complaint cannot be filed before 
exhausting the remedy of application to the controller.

6 Registration Formalities and Prior 
Approval

6.1 Is there a legal obligation on businesses to register 
with or notify the data protection authority (or any 
other governmental body) in respect of its processing 
activities?

As per Article 16 of KVKK, natural or legal persons who process 
personal data are obliged to enrol in the Registry of Data Controllers 
before proceeding with data processing.  However, by taking into 
account the objective criteria set by the Turkish Data Protection 
Board such as the nature and quantity of the data processed, the 
legal requirement for data processing, or transferring the data to 
third parties, the Board may provide exception to the obligation of 
enrolment in the Registry of Data Controllers.

6.2 If such registration/notification is needed, must it 
be specific (e.g., listing all processing activities, 
categories of data, etc.) or can it be general (e.g., 
providing a broad description of the relevant 
processing activities)?

Application for enrolling in the Registry of Data Controllers shall be 
made with a specific notification including but not limited to the list 
of all processing activities along with data categories and purposes, 
security measures and retention periods.  Please see also question 
6.5 below for more detailed information. 

6.3 On what basis are registrations/notifications made 
(e.g., per legal entity, per processing purpose, per 
data category, per system or database)?

Registrations shall be made per Data Controller.  Please see our 
answer to question 6.5 below for the information to be provided by 
controllers during the registration.

6.4 Who must register with/notify the data protection 
authority (e.g., local legal entities, foreign legal 
entities subject to the relevant data protection 
legislation, representative or branch offices of foreign 
legal entities subject to the relevant data protection 
legislation)?

Any natural or legal person processing personal data in Turkey who 
determines the purpose and means of processing personal data and is 
responsible for establishing and managing the data registry system 
must notify the Data Protection Authority via the Data Controllers 
Registry Information System (“VERBİS”).  

Fırat İzgi Attorney Partnership Turkey
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7.7 Must the appointment of a Data Protection Officer 
be registered/notified to the relevant data protection 
authority(ies)? 

This is not applicable in Turkey.

7.8 Must the Data Protection Officer be named in a public-
facing privacy notice or equivalent document? 

This is not applicable in Turkey.

8 Appointment of Processors

8.1 If a business appoints a processor to process 
personal data on its behalf, must the business enter 
into any form of agreement with that processor?

KVKK and its secondary legislation does not specifically mention a 
necessity of an agreement between the processor and the controller. 

8.2 If it is necessary to enter into an agreement, what 
are the formalities of that agreement (e.g., in writing, 
signed, etc.) and what issues must it address (e.g., 
only processing personal data in accordance with 
relevant instructions, keeping personal data secure, 
etc.)?

As mentioned above, entering into an agreement is not necessary.  
In that regard, there is no formality regarding such an agreement.  
However, the processors already have obligations arising from 
KVKK itself.  The processor must process personal data on 
behalf of the controller upon his authorisation and in line with his 
instructions.  The processor is also obliged to keep personal data 
secure and private, and to not disclose the personal data that he has 
learned to anyone in breach of KVKK.

9 Marketing

9.1 Please describe any legislative restrictions on the 
sending of electronic direct marketing. (E.g., for 
marketing by email or SMS, is there a requirement to 
obtain prior opt-in consent of the recipient?)

The Law on Regulation of Electronic Commerce numbered 6563 
stipulates that data subjects must opt in to receiving marketing 
communications.  However, as an exemption, marketing 
communications can be sent to tradesmen and merchants without 
obtaining opt-in consent.  Furthermore, an opt-out must be provided 
in the marketing communications and the data subject must be able 
to use this right at any time without any justification.

9.2 Please describe any legislative restrictions on the 
sending of marketing via other means (e.g., for 
marketing by telephone, a national opt-out register 
must be checked in advance; for marketing by post, 
there are no consent or opt-out requirements, etc.) 

Marketing by telephone will fall under the Law on Regulation of 
Electronic Commerce numbered 6563; however, marketing through 
physical means does not fall under the Law numbered 6563.  
Therefore, general provisions of KVKK shall be applied.  

announced on its website that registration obligation for Data 
Controllers will begin right after the VERBİS is put into service and 
a beginning date is determined by the Data Protection Board.

6.11 Is there a publicly available list of completed 
registrations/notifications?

Yes, there will be a publicly available list of completed registrations.  
The publicly available list in the Registry includes the identity of 
the Data Controller, their representative, their address and registered 
e-mail address, the purposes of processing along with the data 
categories, security measures, retention period and information on 
the transfer of data. 

6.12 How long does a typical registration/notification 
process take?

The beginning date of the VERBİS system is yet to be determined 
by the Data Protection Board.  Therefore, the duration of the 
registration process is unknown.

7 Appointment of a Data Protection Officer

7.1 Is the appointment of a Data Protection Officer 
mandatory or optional? If the appointment of a 
Data Protection Officer is only mandatory in some 
circumstances, please identify those circumstances.

The appointment of a Data Protection Officer is optional as it is 
not specifically mentioned in KVKK (in opposition to the GDPR).  
However, appointing a Data Protection Officer who will oversee 
the responsibilities of controllers is highly recommended as it may 
prevent controllers from overlooking obligations set forth under the 
data protection legislation.

7.2 What are the sanctions for failing to appoint a Data 
Protection Officer where required?

This is not applicable in Turkey.

7.3 Is the Data Protection Officer protected from 
disciplinary measures, or other employment 
consequences, in respect to his or her role as a Data 
Protection Officer?

This is not applicable in Turkey.

7.4 Can a business appoint a single Data Protection 
Officer to cover multiple entities? 

This is not applicable in Turkey.

7.5 Please describe any specific qualifications for the 
Data Protection Officer required by law. 

This is not applicable in Turkey.

7.6 What are the responsibilities of the Data Protection 
Officer as required by law or best practice?

This is not applicable in Turkey.

Fırat İzgi Attorney Partnership Turkey
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11  Restrictions on International Data   
 Transfers 

11.1 Please describe any restrictions on the transfer of 
personal data to other jurisdictions. 

Pursuant to article 9 of KVKK, personal data cannot be transferred 
abroad without explicit consent of the data subject.

11.2 Please describe the mechanisms companies typically 
utilise to transfer personal data abroad in compliance 
with applicable transfer restrictions (e.g., consent 
of the data subject, performance of a contract with 
the data subject, approved contractual clauses, 
compliance with legal obligations, etc.).

The most common mechanism that companies typically use to 
transfer personal data is the consent of the data subject by virtue of 
the fact that it is procedurally easy.  Adding clauses to the consent 
forms covering the transfer of personal data abroad is currently the 
most efficient way to transfer data abroad.

11.3 Do transfers of personal data to other jurisdictions 
require registration/notification or prior approval from 
the relevant data protection authority(ies)? Please 
describe which types of transfers require approval or 
notification, what those steps involve, and how long 
they typically take.

Personal data may be transferred abroad without explicit consent 
of the data subject, provided that one of the conditions set forth in 
Articles 5 and 6 of KVKK exist and that:
(a) Sufficient protection is provided in the foreign country where 

the data is to be transferred.
(b) The controllers in Turkey and in the related foreign country 

guarantee a sufficient protection in writing and the Board has 
authorised such transfer, where sufficient protection is not 
provided.

The countries where a sufficient level of protection is provided are 
yet to be determined and announced by the Board.  Furthermore, in 
cases where the interest of Turkey or the data subject will seriously 
be harmed, personal data, without prejudice to the provisions of 
international agreements, may only be transferred abroad upon the 
Board’s permission after receiving the opinions of related public 
institutions and organisations.

12  Whistle-blower Hotlines 

12.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of 
issues that may be reported, the persons who may 
submit a report, the persons whom a report may 
concern, etc.)?

Whistle-blower hotlines are not specifically regulated under Turkish 
laws and regulations.  Therefore, general provisions of the relevant 
laws shall be applied in matters related to these hotlines.  The 
personal data collected through these hotlines should be handled by 
controllers in line with the principles and obligations set forth by 
KVKK. 

9.3 Do the restrictions noted above apply to marketing 
sent from other jurisdictions?

The Law on Regulation of Electronic Commerce does not make 
any differentiation in terms of jurisdictions.  Therefore, should 
the effects of such marketing take place within Turkish borders, 
the restrictions stipulated by the Law on Regulation of Electronic 
Commerce shall be applied.

9.4 Is/are the relevant data protection authority(ies) active 
in enforcement of breaches of marketing restrictions?

Currently, there is no enforcement action taken by the Authority 
against breaches of marketing restrictions.

9.5 Is it lawful to purchase marketing lists from 
third parties? If so, are there any best practice 
recommendations on using such lists? 

There is no specific rule mentioning marketing lists in Turkish laws 
and regulations.  However, general provisions of KVKK shall be 
applied.  Selling and purchasing marketing lists shall be deemed as 
transfer of data to third parties, and therefore requires the explicit 
consent of the data subjects. 

9.6 What are the maximum penalties for sending 
marketing communications in breach of applicable 
restrictions?

The penalties for sending marketing communications in breach 
of the applicable restrictions set forth by the Law numbered 6563 
mentioned above range from TL 1,000 to TL 20,000.  Should the 
marketing communications be sent to multiple recipients at once, 
the fines may be multiplied by up to 10.

10  Cookies 

10.1 Please describe any legislative restrictions on the use 
of cookies (or similar technologies). 

There is no specific law or regulation in Turkey in relation to 
cookies.  Therefore, general principles and provisions of KVKK 
shall be applied in matters regarding cookies or similar technologies. 

10.2 Do the applicable restrictions (if any) distinguish 
between different types of cookies? If so, what are the 
relevant factors?

This is not applicable in Turkey.

10.3 To date, has/have the relevant data protection 
authority(ies) taken any enforcement action in relation 
to cookies?

The Authority has neither taken any action nor provided any 
guidance regarding cookies.

10.4 What are the maximum penalties for breaches of 
applicable cookie restrictions?

There are no cookie-specific restrictions in Turkish laws and 
regulations.  Please see section 16 for administrative sanctions.

Fırat İzgi Attorney Partnership Turkey
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over company phones and computers to employees.  For the use of 
CCTV, obligation to inform may be performed via high-visibility 
signs as we have previously mentioned in question 13.1.

14.3 To what extent do works councils/trade unions/
employee representatives need to be notified or 
consulted?

This is not applicable in Turkey.

15  Data Security and Data Breach

15.1 Is there a general obligation to ensure the security of 
personal data? If so, which entities are responsible for 
ensuring that data are kept secure (e.g., controllers, 
processors, etc.)?

As per KVKK, the controllers are obliged to take all necessary 
technical and administrative measures to provide a sufficient level 
of security in order to prevent unlawful processing of personal data 
and unlawful access to personal data and to ensure the retention 
of personal data.  In case of the processing of personal data by a 
natural or legal person on behalf of the controller, the controller 
shall jointly be responsible with these persons, namely processors, 
for taking the measures.  The controller shall be obliged to conduct 
necessary inspections, or have them conducted in his own institution 
or organisation, with the aim of implementing the provisions 
of KVKK.  The controllers and processors shall not disclose the 
personal data that they have learned to anyone in breach of KVKK, 
neither shall they use such data for purposes other than processing.  
This obligation shall continue even after the end of their term.

15.2 Is there a legal requirement to report data breaches 
to the relevant data protection authority(ies)? If so, 
describe what details must be reported, to whom, and 
within what timeframe. If no legal requirement exists, 
describe under what circumstances the relevant data 
protection authority(ies) expects voluntary breach 
reporting.

In case of a breach the controller shall notify the data subject and 
the Board within the shortest time.  Where necessary, the Board 
may announce such breach at its official website or through other 
methods it deems appropriate.

15.3 Is there a legal requirement to report data breaches 
to affected data subjects? If so, describe what 
details must be reported, to whom, and within what 
timeframe. If no legal requirement exists, describe 
under what circumstances the relevant data 
protection authority(ies) expects voluntary breach 
reporting.

Please see our answer to question 15.2 above.

15.4 What are the maximum penalties for data security 
breaches? 

As stated below in the administrative sanctions section, the 
administrative fine for failing to comply with the obligations related 
to data security ranging from TL 15,000 to TL 1,000,000.

12.2 Is anonymous reporting prohibited, or strongly 
discouraged, or generally permitted? If it is prohibited 
or discouraged, how do companies typically address 
this issue?

Please see question 12.1 above.

13  CCTV 

13.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data 
protection authority(ies), and/or any specific form of 
public notice (e.g., a high-visibility sign)? 

Since there is no specific provision regarding the use of CCTV in the 
Turkish data protection legislation, general provisions shall apply to 
the use of CCTV; therefore, CCTV operators might be considered 
as Data Controllers and the use of CCTV might be deemed as 
processing.  Using CCTV for security reasons or employee 
monitoring may be deemed as one of the conditions for processing 
of personal data without the explicit consent of the data subject, 
which is mandatory for the legitimate interests of the controller 
provided that this processing shall not violate the fundamental rights 
and freedoms of the data subjects.  However, CCTV operators, 
namely controllers, still have the obligation to inform data subjects 
regarding the use of CCTV.  This obligation may be performed 
through a high-visibility sign and/or public notice.

13.2 Are there limits on the purposes for which CCTV data 
may be used?

As mentioned in the answer to the previous question, there is no 
specific provision in the Turkish data protection legislation regarding 
the use of CCTV and its data.  However, as per general provisions of 
the data protection legislation, the processing of CCTV data should 
be lawful, in conformity with the rules of bona fides, relevant with, 
limited to and proportionate to the purposes for which they are 
processed and for specific, explicit and legitimate purposes.

14  Employee Monitoring

14.1 What types of employee monitoring are permitted (if 
any), and in what circumstances?

There are no Turkish laws and regulations for employee monitoring.  
Furthermore, until the enactment of KVKK, Turkey did not have a 
specific law which regulates the protection and privacy of personal 
data.  Therefore, court decisions were filling the loophole.  Pursuant 
to court decisions, employee monitoring is permitted to the extent 
that it does not violate the fundamental rights and freedoms of 
employees.

14.2 Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

Pursuant to the obligation of controllers to inform data subjects set 
forth by KVKK, employers must provide notice before monitoring.  
This may be done through adding relevant clauses to the employment 
agreements, specifying terms and conditions of use before handing 
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to prevent access to such websites and applications.  Also, the 
resolution states that criminal complaints would be filed to the public 
prosecutors’ offices and measures would be taken in accordance with 
KVKK against those who do not comply with the resolution.

16.4 Does the data protection authority ever exercise 
its powers against companies established in other 
jurisdictions? If so, how is this enforced?

The Authority has not yet exercised its enforcement powers against 
companies established in other jurisdictions. 

17  E-discovery / Disclosure to Foreign   
 Law Enforcement Agencies 

17.1 How do companies typically respond to foreign 
e-discovery requests, or requests for disclosure from 
foreign law enforcement agencies?

Requests from foreign law enforcement agencies shall be treated 
in line with the mutual judicial assistance treaties.  Furthermore, in 
cases where the interest of Turkey or the data subject will seriously 
be harmed, personal data, without prejudice to the provisions of 
international agreements, may only be transferred abroad upon the 
permission to be given by the Board after receiving the opinions of 
related public institutions and organisations.

17.2 What guidance has/have the data protection 
authority(ies) issued?

The Authority currently has not issued any guidance on this issue.

18  Trends and Developments 

18.1 What enforcement trends have emerged during the 
previous 12 months? Describe any relevant case law.

The Authority and the Board are now starting to function as stated 
in the relevant legislation.  The very first indications of the Board’s 
approach to the implementation of KVKK can be seen from the 
minutes of the parliament’s planning and budget commission 
meeting dated 1 November 2017.  The Board chair Prof. Faruk 
Bilir stated “In the year 2017, a total of 41 applications have been 
received which consist of 34 complaints and 7 denunciations.  19 
of them have been finalised and a total sum of TL 125.000,00 has 
been imposed as an administrative fine.  These applications within 
the year 2017 are covering all segments of society including all 
sectors especially media, public and banking along with electronic, 
insurance, informatics, telecommunication and healthcare sectors”.  
Please see question 16.3 for an example of a recent case.

18.2 What “hot topics” are currently a focus for the data 
protection regulator?

The hottest topic is currently the VERBİS, as the Authority 
announced on its website that registration obligation for controllers 
will begin right after the VERBİS is put into service and a beginning 
date is determined by the Board.

16  Enforcement and Sanctions 

16.1 Describe the enforcement powers of the data 
protection authority(ies).

Investigatory 
Power Civil/Administrative Sanction Criminal Sanction

The Board 
shall make 
the necessary 
examination 
in the matters 
falling within its 
scope of work 
upon complaint 
or ex officio 
where it learnt 
about the alleged 
violation.

Those who fail to comply 
with the obligation to inform 
shall be required to pay an 
administrative fine of TL 5,000 
to TL 100,000.

Those who fail to comply with 
the obligations related to data 
security shall be required to pay 
an administrative fine of TL 
15,000 to TL 1,000,000.

Those who fail to comply with 
the decisions issued by the 
Board shall be required to pay 
an administrative fine of TL 
25,000 to TL 1,000,000.

Those who fail to meet the 
obligations for enrolling in 
the Registry and making a 
notification shall be required to 
pay an administrative fine of TL 
20,000 to TL 1,000,000.

Should these acts be committed 
within public institutions 
and organisations as well as 
professional associations having 
the status of a public institution, 
disciplinary procedures shall 
be applied to the civil servants 
and other public officers 
employed in the relevant public 
institutions and organisations 
and those employed in the 
professional associations having 
the status of a public institution 
upon a notice by the Board and 
the result is communicated to 
the Board.

Articles of Turkish Penal 
Code numbered 5237 
shall apply in terms of 
the crimes concerning 
personal data.  The 
data subject may file a 
criminal complaint or the 
Board may refer a case 
to the public prosecutor 
and criminal sanctions 
including imprisonment 
may be imposed.

16.2 Does the data protection authority have the power to 
issue a ban on a particular processing activity? If so, 
does such a ban require a court order?

The Authority may issue a ban on a particular processing activity 
and impose administrative fines and also refer the case to the public 
prosecutor so that criminal sanctions may be imposed, if necessary. 

16.3 Describe the data protection authority’s approach 
to exercising those powers, with examples of recent 
cases.

The Authority is currently exercising those powers via its resolutions.  
For example, new precautionary measures were recently taken by the 
Authority by a resolution dated 21 December 2017 and numbered 
2017/61, against websites and applications collecting and sharing 
personal data over websites and social media, allowing users to 
reach phone number information upon name queries and reach name 
information upon phone number queries.  In the said resolution, 
it was indicated that such activity was required to be immediately 
halted and applications to authorised institutions would be conducted 
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Fırat İzgi Attorney Partnership, founded by Elvan Sevi Fırat and Mehmet Feridun İzgi in 2013, is a full-service law firm based in Istanbul, Turkey.  
Focusing on three main industries consisting of life sciences, energy and direct selling industries along with nine practice areas consisting of 
competition and regulatory, investigations and compliance, corporate and M&A, employment and labour litigation, dispute resolution, intellectual 
property, data protection and privacy, environment and climate change, and real estate and construction practices, Fırat İzgi provides legal 
counselling and litigation services by offering carefully designed and practical legal solutions to even the most complex matters. 

The firm is committed to strengthening its clients’ commercial and ethical capabilities by blending legal expertise with a strong understanding of 
sector dynamics and commercial derivatives.  Responsiveness and a proactive approach are among its strengths.  The target of the firm is to be 
successful as a team by being a strong contributor to its clients’ commercial success with high integrity.  The firm’s intention is to establish long-term 
relations with its clients and grow with them.  Fırat İzgi has doubled in size every year since its establishment.

Elvan is one of the two founding partners of the firm and she 
regularly supports multinational companies including manufacturers 
of pharmaceuticals, biotechnology, medical devices, special food 
and feed, cosmetics and other consumer products on important 
new legislative projects and policy developments in Turkey.  She 
also advises and provides consultancy on strategic planning of new 
investments and start-ups in Turkey, regulatory compliance, anti-
corruption and anti-trust.  She also has broad litigation experience 
of product liability, advertising, customs controls and promotional 
activities.  Elvan is also experienced in complex deals including: 
technology transfer agreements; product portfolio transfers; 
distribution; manufacturing; and M&As.

Elvan was deeply involved in the first-ever initiated court actions in 
Turkey in order to protect patent rights, including administrative 
court actions, as well as regulatory works before the Ministry of 
Health regarding enforcement of pharmaceutical patent rights, data 
protection and data exclusivity.  She has deep-rooted experience in 
the data protection and privacy field coming from her 16+ years of 
pharma industry experience.  She regularly consults multinational 
companies in relation to all kinds of legal matters relevant to direct 
selling systems and the regulatory environment.  In addition to her 
experience in regulatory and compliance matters, Elvan regularly 
represents clients before the Turkish civil, criminal and administrative 
courts.  Elvan is the author of numerous articles on regulatory issues, 
anti-trust and administrative law in the international trade and business 
media; she is a regular speaker at local and international conferences.
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34349, Beşiktaş/Istanbul
Turkey
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Doğukan is an associate in the Data Protection Team of the firm and 
his practice mainly focuses on data protection and regulatory law.  
Doğukan regularly advises local and multinational clients on his core 
specialism of data protection.  In addition, pursuing an LL.M. degree 
in Energy Law gives him significant knowledge in energy and anti-trust 
law.

Doğukan has considerable experience in conducting data protection 
compliance projects and preparing in-company trainings for 
international clients.  He is known for his ability to combine his social 
science background, coming from his major in political science, 
with a law perspective, which gave him the ability of thinking in an 
interdisciplinary way.  He provides both local and international clients 
with legal counselling on regulatory matters. 
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